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I. Executive Summary 

 

Protecting all forms of digital health information, including personal health information (PHI), 

wherever it is contained across an enterprise, is one of the fundamental objectives of every 

healthcare organization. As mandated by the Health Insurance Portability & Accountability Act of 

1996 (HIPAA) Privacy and Security rules, appropriate physical and logical safeguards must be in 

place to effectively enforce controls on PHI at rest, in transit or in use. 

 

Healthcare security leaders face an immense amount of complexity in their IT infrastructures. 

These systems have matured over time and been integrated with countless vendor software 

products and hardware devices, which have resulted in a mashup of technologies and resulting 

system vulnerabilities. In many organizations, this has created varying silos—particularly when 

looking at the electronic medical record systems implemented to meet Meaningful Use Stage 1 

requirements as defined by the HITECH Act (Health Information Technology for Economic and 

Clinical Health) of 2009.  

 

By commissioning a comprehensive, third-party IT security assessment, leaders can assure their 

stakeholders that PHI is protected. A comprehensive external assessment accepts the structure and 

organization in place and does not seek to alter an organization, but instead looks for 

enhancements to better protect the valuable electronic assets a healthcare organization produces 

and utilizes: patient health data. 

 

Being compliant with HIPAA checklists is not sufficient to enable sound cyber security. HIPAA is 

very non prescriptive, and organizations must then implement sound practices and ensure the 

protection of all sensitive information. Compliance and security are really two complementary 

components that reflect different stages of an enterprise security posture. 

 

The lack of a data breach does not mean sufficient security protections are in place. Chief 

Information Security Officers (CISOs) know that they cannot correlate the scanning of their systems 

with the vast amounts of system log data generated into a single dashboard of security intelligence. 

The impact of these challenges is clear: the attack surface is growing, the value of patient electronic 

records is increasing and the gaps in security intelligence—preventing misuse of data before an 

actual breach occurs—are growing larger.  

 

Smaller organizations should not assume they are safe from becoming a target because of their size. 

The theft and sale of PHI for medical identity theft and financial fraud have no restrictions with 

regards to size. In fact, ease of unauthorized access may make smaller institutions more susceptible 

to an intrusion and exploitation. 
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Conducting a comprehensive IT security assessment provides insights into how to address any 

existing vulnerabilities. Performing a high-quality inventory audit, which seeks to uncover each and 

every connected device in a network, is the crucial first step to securing PHI. While this will 

certainly uncover inadequacies in the current infrastructure and procedures, IT security 

assessments are intended to make process changes which better protect PHI and should not be 

used as a means of punishment for current IT personnel. Instead, assessments should be thought of 

as an opportunity to improve the overall security posture of an organization before a security 

breach occurs. 
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II. Introduction 

 

When your organization’s focus is on saving lives and improving patient health, it may seem as if 

cyber security is something of lesser importance or something that can be delayed or ignored 

altogether. The intent here is not to debate that issue, but to point out that in the vast wilderness of 

potential security vulnerabilities, there are methods to protect your patient electronic data to the 

same degree their personal health is protected. Securing all digital artifacts (electronic medical 

records/EMR and the supporting metadata) contained in an overall electronic health record is an 

integral part of providing quality care to an individual by not exposing their data to potential 

exploitations, such as insurance fraud or inadvertent disclosure.  

 

How to get started? Have a third party with no vested interest in the IT infrastructure or 

organization structure conduct a comprehensive IT security assessment. Yet, all IT security 

assessments are not created equal. To have maximum value, an assessment must be able to answer 

a series of tough questions: 

 

 Does an organization have a comprehensive understanding of its enterprise IT structure? 

 Are baselines established and monitored for different class of devices, enabling intrusions 

to be rapidly uncovered? 

 Does an organization know where all instances of EMR are generated and stored? 

 Are there known use cases covering all instances of EMR usage and transmission? 

 Is there a process to discover and fix ongoing infrastructure vulnerabilities? 

 

For healthcare organizations, both the HIPAA privacy rule and security rule must be 

accommodated. 

 

The privacy rule establishes national standards to protect EMR and requires appropriate 

safeguards, and sets limits and conditions on uses and disclosures.1 

The security rule establishes national standards to protect PHI that is created, received, used or 

maintained by a covered entity.2 

 

These rules have been in existence in some form since 1999, but continue to be modified and 

expanded. A thorough IT security assessment needs to take into account both rules. 

  

                                                           
1 U.S. Department of Health & Human Services, Health Information Privacy, The Privacy Rule  
http://www.hhs.gov/privacy/hipaa/administrative/privacyrule 
2 U.S. Department of Health & Human Services, Health Information Privacy, The Security Rule  
http://www.hhs.gov/privacy/hipaa/administrative/securityrule 
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The 2013 Verizon Data Breach reports that 75 percent of attacks use publicly known vulnerabilities 
in commercial software. 

that could be prevented by regular patching. 

III. Healthcare Sector Threats 

 

The list of threats faced by an organization providing healthcare services is varied and broad. At 

first glance, it can appear overwhelming, with a very wide attack profile that can include external 

bad actors and internal threats. Where is an IT staff to start? An IT security assessment is intended 

to directly address this issue by identifying vulnerabilities, ranking them by priority and 

establishing mitigation techniques for each. The end objective is a reduced risk profile for an 

organization that is now prepared to fend off data exploits such as: 

 

 PHI breaches 

 Medical identity theft 

 Medical device intrusions 

 Supply chain corruption 

 Mobile device compromises 

 Third-party payment processor breaches 

 Supplier networks / insurance vendors  

 Corruption of health records 

 Insurance / Medicare / Medicaid fraud 

 Public network access to records 

 Web application break-ins 

 Account takeovers 

 Email spoofing 

 

An important point to keep in mind is that a core group of security controls and protections 

confronts multiple threats and provides comprehensive threat mitigation. Having a series of 

protections in place is often referred to as defense in depth, and is analogous to days gone by when 

critical assets stored in castles were protected by feudal lords through the implementation of 

drawbridges, moats, reinforced doors and stone walls. Should a single defense be breached, others 

would still stand in the way of attackers. A moat would be an example of a protection that is always 

on, while locking a door at dusk is more representative of a policy implementation. 

 

 

 

 

 

In today’s electronic world, attackers breaching network defenses would still encounter restrictions 

at the database or application levels. Thus, gaining potential access to EMR can be thwarted by 

having a varied set of tools in place, such as network firewall rules, multi-factor authentication for 

data access, and data loss prevention software enforcing rigorous rules on any data egress.  
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The 2013 Verizon Data Breach Report notes that 76 percent of successful breaches exploited weak 
or stolen credentials.  

As with a medical diagnosis, while all potential relevant threats need to be identified, all threats do 

not have to receive equal attention and mitigation. Instead, the most relevant factors that could 

impact the health of a patient are identified and mitigated first. 

 

As a result, a fundamental principle of an IT security assessment is to identify the most relevant 

threats, prioritize them and defend against them. Another reason for this is that time and budget 

are always limited and must be taken into consideration. It is not necessary—and far too costly—to 

confront and mitigate each and every threat. 

 

Security Incidents and Data Breaches 

A security incident is a series of events that involve misuse or misapplication of protected data. It is 

an observable change in normal behavior or the system state. 

 

Identification occurs after some type of observation. An incident can be as simple as identifying 

malware or malicious code on a server or network. It does not necessarily mean data has been 

compromised, but a response is required. How did the offending software get planted? What was 

the attack vector used? Knowing how a system was compromised is the first step to successful 

mitigation. 

 

Viewed properly, a security incident can be used as a driver to effect change. This can occur via 

budgetary, policy and procedural alterations that may have no cost implications. 

 

In contrast to a security incident, a data breach can be significantly more severe in its 

consequences, and, therefore, in its reporting urgency and damage containment. A data breach is 

impermissible use or disclosure that compromises the privacy of PHI. 3 If this use or disclosure 

poses a significant risk defined as reputational, or otherwise harms the affected individual(s), it is 

considered a breach. 

 

 

 

 

 

Covered entities must notify affected individuals following the discovery of a breach of unsecured 

PHI. Further, the U.S. Department of Health and Human Services (HHS) mandates that breaches 

involving the loss of 500 or more records be reported not only to the news media, but also the HHS 

Secretary, who will post such information on a public Web site 

(http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/breachtool.html). 

Breaches are caused by unauthorized access. Knowing and tracking EHR access is fundamental to 

preventing medical identity theft. If data is only used in an authorized context, fraud is minimized. 

 

                                                           

3 U.S. Department of Health & Human Services, “Breach Notification Rule” http://www.hhs.gov/ocr/privacy/hipaa 



 

7 
 
NJVC, Driven by Your Mission and NJVC Cyber Dashboard are registered trademarks of NJVC, LLC. © 2013 NJVC, All Rights Reserved 

IV. Cyber Security Best Practices 

 

Building a virtually impenetrable fortress takes time, substantial cost and extensive resources. 

However, crafting a solid infrastructure that is resistant to the most likely attacks takes far less time 

and effort. For example, various industry reports place the responsibility for more than 70 percent 

of all breaches on exploitation of default or guessable credentials. Simply requiring strong 

passwords and credentials for all key accounts and hardware can eliminate two-thirds of all 

breaches. 

 

Another example is a recent study by the Australian Defence Signals Directorate (an agency 

analogous to the U.S. National Security Agency), which found that 85 percent of cyber intrusions 

can be prevented by using four key best practices: 

 

1. Application whitelisting 

2. Patching application software 

3. Patching operating system vulnerabilities 

4. Minimization of the number of users with administrative privileges 

 

Whitelisting 

Whitelisting emerged as a sort of inverse variant on blacklisting, which is overtly preventing 

software from executing. The intent with whitelisting is to define what approved programs are 

allowed to run on your network. Not possible, you might say, due to a user population that makes 

its own rules? Check your security policy. Is your organization providing the computing platforms? 

Can you establish an approved software baseline?  

 

Whitelisting absolutely prevents malware, including such exotics as zero-day attacks, because they 

are not on the approved software execution list. Risk exposure drops dramatically. Whitelisting is a 

concise method to thwart all software in the wild from executing in your environment. This 

technique greatly augments the far more common signature-based anti-virus programs that can be 

evaded by techniques, such as polymorphism—where attackers make slight changes in software to 

create another variation which requires a new signature to be detected and muted. 

 

Patching 

Patching is the timely application of software fixes to correct recently identified deficiencies. Every 

organization patches … hopefully. The time period that elapses between publication of a fix and the 

actual application of that patch is the issue. Typically, there is never enough staff, budget or time to 

apply all known patches. In addition, there are multiple operational targets to consider: the primary 

ones being application software and operating system (OS) software. 
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The Verizon Data Breach Investigations Report for the Healthcare Industry  
reports that 93 percent of all breaches were caused by malware or hacking techniques. 

Application software suffers from a virtually unending string of patches, and yet, what software 

applications do your users deploy time after time on a daily basis? This is another avenue that can 

be readily closed off by eliminating the most common attack vectors. Hackers typically use open-

source tools that readily incorporate known application software vulnerabilities. Locking these 

applications down—as with whitelisting—reduces the overall risk profile on an organization. 

 

OS exploits are another popular attack vector, as known vulnerabilities are published and spread 

through the hacker tool development community. As researchers uncover issues, OS vendors 

develop and post fixes to the now public vulnerabilities to mitigate those threats. 

 

Privileged Accounts 

Analyzing administrators’ activity and their usage of privileged accounts does not imply a distrust 

of your own IT staff. Forensic analysis of attacks repeatedly shows the technique of system 

exploitation by gaining a foothold through a user account, pivoting to accounts and devices with 

higher privileges and then trying to break down the defense employed there. Hopefully no IT admin 

employed today allows accounts to be initiated with credentials such as admin/admin or 

admin/password. Account names and passwords on non-user accounts (such as background 

services) must be given an even higher level of protection, and organizations should never assume 

that they are already protected behind a corporate firewall. 

 

Even when proper techniques are known, there is uneven usage across organizations.  For instance, 

a recent class action lawsuit in Florida against an organization that operates 22 hospitals claims 

that the fees paid for medical care included protection of sensitive information. The hospital chain 

did not have rigorous identity and access management controls in place, thus allowing PHI to be 

stolen by a staff member. 

 

 

 

 

 

V. Assessment Components 

A high-quality comprehensive IT security assessment follows an established process to identify and 

manage risk elements. Even with such a rigorous process, it is important to keep in mind that risk 

management is ultimately a subjective activity and that there are no guarantees. To be effective, 

risk management processes must be data and cost driven to meaningfully reduce organizational 

risk.  
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The steps associated with performing this type of assessment are: 

 

 Determine stakeholders 

 Determine use cases 

 Determine and prioritize threat vectors 

 Review architectures—Software, hardware and network 

 Analyze risks 

 Develop list of mitigation activities 

 

Determine Stakeholders 

Stakeholders are any persons or groups that have an interest in the system being analyzed. This 

goes beyond the user population to other groups that interact with the system in some way or have 

concerns about the outcomes. This interoperability can expose EMR if the business partner—

external agent—does not properly handle the EMR that it processes. Stakeholders can be 

interviewed to gain information about a particular system and what objectives it is meant to satisfy. 

In this manner, any extraneous interactions can be locked down, minimizing potential risk 

exposure where unauthorized systems or individuals have access to data they do not have an 

approved right to access. 

 

Determine Use Cases 

Use cases are a series of process activities that depict the interaction between an actor and a 

system. An actor can be a person (acting in a specific role) or an organization. A system can be a 

computer system, a database or a physical system (e.g., a file cabinet to store paper records). 

Defining these interactions drives out issues such as who produces EMR data, who consumes it and 

what systems and individuals have access to the data. This is exactly the type of information needed 

to secure access to PHI. 

 

The intent here is to determine the sets of activities that constitute normal and critical business 

operations. Use cases define those activities and intellectual property that need to be protected 

first, and are a rich source of information when constructing test scenarios. 

 

Threat Vectors 

Another way of looking at this is determining and assessing vulnerabilities—common issues seen 

by others in the healthcare industry, as well as threats identified by computer and security vendors, 

such as Microsoft, McAfee and Symantec.  The U.S. Department of Homeland Security also produces 

automated feeds of threats identified from companies and government agencies sharing that 

information. 
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The Verizon Data Investigations Report for the Healthcare Industry  
reports that 95 percent of all breaches were attributable to external attacks. 

Architecture Reviews 

These reviews are intended to characterize the overall computing environment that must be 

analyzed. A software review identifies third-party applications in use, as well as custom-built or 

homegrown software. The software can then be scanned for code vulnerabilities (such as 

susceptibility to SQL injection) and tested using dynamic loads to determine performance under 

operational conditions. OSs can be scanned to determine if they are properly patched. Hardware 

can be examined for known deficiencies and to determine whether sufficient physical access 

controls are in place. Networks can be evaluated for the establishment of protected zones behind 

firewalls, and whether traffic flow is being captured and managed via log files. 

 

Analyze Risks 

Many techniques can be used to analyze risk. Often, engagements start with an approved 

penetration test to probe for actual operational issues. Creativity is a welcome component here and 

all ideas for an approach should be considered, including social media attacks and exploitation. 

After all, the intent is to think like an attacker and to be able to extrapolate or map an exploitation 

approach into the specific software and hardware and network infrastructure in place. 

Unannounced penetration testing can be an invaluable asset for uncovering operational truth—

going beyond what is stated in a policy guide. 

 

The goal is to identify any gaps in security implementation, tools or procedures. Sometimes, stated 

policies are fine, but are not being followed. For instance, if an organization’s security policy says 

strong passwords should be used, but no enforcement mechanism is in place, then in actual 

operations, virtually any password will be accepted. 

 

Develop List of Mitigation Strategies 

This is where a set of recommendations is created. Mitigating any specific vulnerability can often be 

accomplished by one or more methods or security controls. Which control to choose is a function of 

many issues as overall organization implications must be taken into account should a password 

policy change be enacted that impacts an entire healthcare organization. 

 

This set of recommendations, along with supporting implementation details, such as the needed 

labor and required hardware and software products, can then be translated into a project plan for 

execution. Overlaid with budget and timeline constraints, this project plan becomes the basis for 

reducing organizational security risks over time. 
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VI. Conclusion 

 

Operating a healthcare organization responsible for safeguarding patient data and all the various 

forms of data that constitutes digital health information (e.g., PHI, EMR) can be an overwhelming 

responsibility.  

 

As the Chinese proverb states, “A journey of 1,000 miles begins with a single step.” Knowing which 

steps to take and in which direction to take them is the goal of an IT security assessment. 

 

No organization has unlimited time and budget, and one key objective of such an assessment is to 

be able to study and properly allocate those scarce resources. Since audits and compliance do not 

equate to sufficient cyber security, it is necessary to look beyond those activities and to analytically 

assess vulnerabilities and risk to EMR.  

 

Assessments identify and quantify risks, and determine mitigation options. They are the beginning 

of the establishment of a sound security profile … not the end. An assessment should not be viewed 

as a checklist item that upon conclusion can be ignored. It is not sufficient to simply conduct the 

assessment—the recommended actions must be implemented in some manner. 

 

Assessment recommendations can also be used to justify the need for ongoing security awareness 

training for personnel. This perspective can change the culture of an organization that may think 

that compliance equals security and nothing more needs to be done to secure all the data contained 

in digital health information. Nothing could be further from the truth. 

 

Conducting periodic IT security assessments and implementing the resulting recommendations will 

provide clear benefits by minimizing the risk of data breaches and allowing healthcare 

organizations to protect and defend all the digital health information for which they are 

responsible. 
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