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I. Executive Summary 

 

As healthcare organizations transition from paper to electronic health records, an enormous 

opportunity exists to improve healthcare delivery through greater data transparency. For instance, 

cross-referencing prescriptions can identify potential drug interactions and improve patient 

outcomes.  Such advances, however, bring along an enormous increase in the possibilities for 

breaches in privacy and security—particularly with unsecured end-user devices, such as smart 

phones. Health IT leaders must balance the needs of their stakeholders for relevant and timely 

information with mandated compliance requirements and the total cost of operating and sustaining 

their systems securely.  

 

How do you make smart, cost-effective, and prioritized decisions that protect the security and 

privacy of your patients? Before you can make a prognosis, you need to assess the situation by 

running diagnostic tests. In the case of privacy and security, you need to determine your critical 

cyber security vulnerabilities, and mitigate against those attack vectors. Consider the entire 

enterprise as having a potential attack surface. Risk management is about quantifying that risk and 

minimizing the potential for harm.  

 

In many respects, this is no different than a general practitioner providing medical advice. Many 

behaviors (such as smoking, overeating and lack of exercise) provide avenues through which other 

health issues can arise. Reducing risky behavior reduces health risks; a similar situation also exists 

for electronic health records. 

 

Cyber security protects the generation, usage and storage of all electronic records, whether at rest 

or in transit. Applying cyber security best practices will ensure compliance with an increasingly 

regulated environment focused on privacy and security. As a result, the objective of enhanced 

healthcare through the common usage of electronic health records can in fact be achieved. 

 

II. Growing and Evolving Healthcare Environment 

 

Stakeholders 

The healthcare environment of today’s fast-paced, digitally focused world is made up of many 

stakeholders storing an exponential amount of data across numerous form factors: hand-held 

devices, portable solid-state disk drives and public and private clouds—along with archival storage 

traditionally associated with data centers. As hardware improvements continue to foster increased 

data density, the ability to simply store everything has created vast stores of data for healthcare 

providers. 

 

For all the good engendered in terms of being able to perform previously unheard-of data searching 

and retrieval, the situation also creates significant security and privacy issues. Having such a vast 

amount of data available for trend analysis is a very target-rich atmosphere for thieves, who view 

medical records as currency within a black market, enabling financial fraud through misuse of 

personal health records.  
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In addition, the number and variety of connected stakeholders that have access to electronic 

health records are changing and growing rapidly. The stakeholders include, but are not limited to: 

 

Patients Laboratories 

Healthcare Providers: Doctors, Nurses, 
Therapists, Hospitalists, etc. 

Medical Device Manufacturers 

Other Providers: Acupuncturists, etc. Insurance Companies 

Hospitals Other Payers and Clearing Houses 

Clinics and Out-Patient Facilities Federal, State and Local Governments 

Pharmacies Business Associates and Vendors 

Employers Retail Stores 

 

Each of these stakeholders has a legitimate purpose for data access, but each one also becomes an 

attack vector to a thief who is simply looking for the easiest and simplest way to obtain raw data 

that can be sold or exploited. 

 

Information Assets 

Information assets is a broad category that includes both software-generated data and the storage 

hardware devices where that data is kept. All of these are also potential exploitation points and 

require some measure of cyber security protection. 

 

Personal Health Information (PHI) Electronic Medical Records (EMR) 

Desktop Computers Data Centers 

Mobile Devices (Laptops, Tablets, Smartphones, 
etc.) 

Application Servers 

Hard Drives, CDs, Backup Tapes Virtualized Servers and Appliances 

Electronic Mail Wireless Access Points 

Point of Sale Systems Intellectual Property 

Paper Records, Film, Postcards, Mailings Raw Data 

Text Messages Clouds (Public and Private) 

Collaboration Systems Workflow Solutions 
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While some of these can be secured using physical security techniques (e.g., guards, doors, locks, 

fences), others can be exploited in a stealth mode where the perpetrator never reveals its presence. 

Can there be a data breach with the victim unaware of the breach? Absolutely. The FBI routinely 

reports back to organizations that have been mined for the data integral to cases the agency is 

investigating. Third-party reporting is, in fact, quite common. The 2013 Verizon Data Breach report 

indicates that 92 percent of all the incidents it reviewed were actually uncovered by a third party. 

Hence, if an organization believes it has not been breached because no incident has been reported 

… think again. 

 

Rules, Regulations and Compliance Requirements 

The rules, regulations, and compliance requirements are expanding, and governmental penalties for 

noncompliance are increasing. Ignorance is no defense, but it is certainly prevalent. An April 2013 

KPMG review of U.S. Health and Human Services (HHS) Office of Civil Rights audit data reveals that 

of the 980 breaches identified in more than 115 audits, 30 percent of the problems were due to 

organizational ignorance of regulatory and compliance requirements. 

 

A partial list of considerations here includes: 

 Health Insurance Portability and Accountability Act (HIPAA) Security Rule 

 HHS Breach Notification Rule 

 Payment Card Industry (PCI) – Rules on debit and credit card security standards 

 Centers for Medicare and Medicaid Services (CMS) regulations 

 State security laws 

 Red Flags Rule (Federal Trade Commission rule on preventing identity theft) 

 Health Information Technology for Economic and Clinical Health Act (HITECH) 

 

This situation will worsen over time as laws spawn new regulations that then spawn new 

compliance requirements and new headaches for healthcare IT organizations. Guidance is not 

prescriptive, and it will become increasingly difficult to remain in a continuous compliant state. 

 

This complex tangle of interconnections is the new world order, and at each connection, whether 

the data is at rest or in motion, there is an opportunity for data loss.  Each intersection point can 

expose an organization to vulnerabilities leading to cyber-attacks or violations of regulatory 

compliance. Making all these systems interoperable is the long-term objective, and cyber security 

needs to protect each and every end point and connection as electronic medical record data 

traverses this complicated infrastructure. 
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Figure 1: Interoperability Requirements 

 

There is a seismic shift today from a more traditional brick-and-mortar, paper-based environment 

to utilizing mobile devices accessing digital health records to make healthcare decisions.  There is a 

greater focus on quality of care for the patient that leverages this entire network of connections. 

Furthermore, healthcare organizations are looking to improve outcomes by aggregating data and 

applying data warehouse and Business Intelligence (BI) methods. Increasingly, healthcare 

providers are entrusting their patient data to third parties, broadening the scope and scale of what 

must be secured.  

 

III. Current State 

This ever-expanding level of information exchange and connectivity requires even more vigilance 

to protect the privacy and security of healthcare stakeholder information. In 2010, theft was once 

again the most commonly reported cause of large breaches in healthcare organizations, and it 

continues to grow (HHS Annual Report to Congress on Breaches of Unsecured Protected Health 

Information)(http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/breachrept

.pdf.). Among the 207 breaches that affected 500 or more individuals: 

 Ninety-nine incidents involved theft of paper records or electronic media, together affecting 

approximately 2.9 million individuals. 

 Unauthorized access to, or uses or disclosures of, protected health information affected 

approximately one million individuals.  

 The majority of these breaches were from healthcare providers (71 percent) due to theft of 

laptops. 
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According to the 2012 Healthcare Information and Management Systems (HIMSS) Analytics Report: 

Security of Patient Data, April 2012:  

 These breaches are on the rise, and of those who reported a breach, 69 percent 

experienced more than one. 

 The majority of breaches resulted from internal sources due to unauthorized access. 

 Increases in outsourcing led to vulnerabilities in security, with third-party organizations 

accounting for 42 percent of all breaches in 2010 (http://www.ponemon.org/news-

2/23) 

 

Why are people stealing medical health information? The black market value of a patient health 

record is now ten times that of a stolen credit card (Digital Health Conference, 2011). A 2012 

Ponemon Institute study revealed that 1.85 million U.S. citizens were victims of medical identity 

theft at an average cost of $22,346 to resolve. We can do better. 

 

IV. Why Does Cyber Security in Healthcare Matter? 

 

Loss of Trust 

Financial institutions have long recognized the online threat to financial records, and the business 

costs incurred should a theft occur. Theft is more than the simple loss of financial assets, as an 

organization also will suffer from a loss of reputation. The loss of trust in any healthcare 

organization that suffers a data breach is very similar. As competition increases in healthcare, 

patients will increasingly pay attention to how their digital records are protected when selecting a 

healthcare provider. 

 

The loss of electronic records significantly and adversely affects individuals—it can impact their 

ability to make online purchases, result in embarrassing health data becoming public and result in 

their digital selves being involved in insurance fraud. These are all substantial impacts that will 

affect every individual as a result of insufficient security controls leading to a data breach. 

 

Cost 

The total economic burden created by data breaches in the healthcare industry is nearly $6 billion 

annually. The impact of a data breach over a two-year period is approximately $2 million per 

organization, and the lifetime value of a lost patient who seeks medical services elsewhere after a 

breach is $107,580. (http://www2.idexpertscorp.com/press/healthcare-news/new-ponemon-

institute-study-finds-data-breaches-cost-hospital-6-billion/) 

 

These impacts are organizational costs on top of the individual personal costs previously 

mentioned. 
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Medical Identify Theft 

A medical record is one of the most valuable items available on the current cyber data black market. 

Federal records indicate a 61-percent increase in stolen medical records from 2009 to 2013. 

 

Various reports by the Internet Theft Resource Center (http://www.idtheftcenter.org/) indicate 

that the healthcare industry actually suffers more breaches than the financial industry. As the 

financial industry continues to shore up its defenses, thieves are looking around for easier targets. 

 

Medicare Fraud 

This category refers to filing and obtaining healthcare reimbursements in a fraudulent manner. 

Reliable statistics are hard to obtain here because no one really knows the true extent of the 

problem, but the Office of Management and Budget does have a category for improper payments, 

which typically amount to more than $40 billion per year. Also, more than 1,400 individuals are 

charged with fraud each year. Regardless of the true statistics, this is an area essential to retaining 

control of all digital health data and use software, such as Data Loss Prevention (DLP) products to 

track and record key data items. 

 

Regulatory Compliance 

There are four penalty tiers under HITECH for a HIPAA violation. These penalties are per violation, 

and range from a low of a $100 fine for Tier A, to Tier D, which carries a maximum penalty of $1.5 

million for willful neglect, or where the organization does not implement the necessary system 

corrections. To avoid these enforcement penalties, covered entities must ensure they are always in 

compliance with the HIPAA Privacy and Security rules. 

 

Examples of noncompliance and the penalties that result continue to proliferate. Noncompliance is 

when individuals are sent to prison for accessing the health records of celebrities, physicians are 

found guilty of unprofessional conduct for posting patient information on social media (e.g., 

Facebook) and system administrators sell protected records through their privileged access (which 

involves multi-million-dollar fines). All of these cases speak to the need for strict, rigorous 

monitoring and tracking of all protected health records. 

 

V. What Can My Organization Do? 

 

There is plenty that can be done to improve the situation - even when an organization is faced with 

constrained budgets and increasing oversight and fines.  

 

First, you need to be able to determine how susceptible your environment is to privacy and security 

breaches—knowing what types of vulnerabilities exist, and their quantity and severity. Once 

diagnostic tests have been conducted and you know the answers to these questions, you can 

perform a threat assessment and prioritize your threats. By understanding the scope and scale of 

the cyber security threats your organization is facing, you can determine how to mitigate those 

risks to enable your organization to fulfill its mission, and develop a prioritized roadmap to harden 

your environment, focusing on the most severe vulnerabilities first. 
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If not already in place, a simple and relatively inexpensive security control to implement is a policy 

that each and every laptop in use in your organization must have full disk encryption software enabled 

and running. Why? One of the major causes of data breaches is the theft or loss of laptops. Study 

after study lists this single item as the number-one issue leading to HHS data breach reports. 

Encrypting ALL information on all devices rules out inadvertent disclosure, and mitigates the risk 

for breach reporting. 

 

Full-disk encryption is available from a number of vendors (including open-source providers), 

carries minimal cost and is considered a safe harbor under HIPAA regulations—meaning the loss of 

an encrypted laptop does not have to be reported to HHS. These products are available for all 

operating systems, and some even allow boot disk-level encryption. Encrypting all devices avoids 

the complexity of determining whether individual health information is stored on a device, and can 

be readily enforced even on personal devices used on the network. 

 

Another security issue is deciding on your organization’s policy for mobile device use at work. 

There are a number of technology-based solutions that can augment a security policy. Perhaps all 

organizational mobile devices should have data separated from the application so that the data can 

be encrypted at rest and in motion. Most healthcare providers have a policy in place that no 

healthcare data should be allowed on personal devices. . With the increased demand for mobile 

data, however, this is becoming an increasingly difficult argument to have with business partners 

(users) whose patients expect ready, real-time information.  

 

This is an area where defense in depth can be used to best advantage by having multiple levels of 

identity management and access control to ensure protected health information is properly 

handled as it traverses organizational servers and is distributed to end-user devices and suppliers 

and consumers covered by business associate agreements. 

 

In many ways, this approach is analogous to that taken by intelligence community and military 

organizations that use the phrase “need to know” to differentiate individuals who may have a 

security clearance that provides access to certain data items, from the information for which he or 

she has a true operational need. For instance, being a nurse in a hospital should not by itself grant 

access to all patient records—only those in the department that the nurse directly supports.  

 

VI. Conclusion 

 

Privacy and security are related, but distinct, healthcare concerns that are not going to go away, and 

will only get bigger and more problematic over time. Regulations continue to strengthen privacy 

and security by increasing fine structures. The courts have also weighed in and returned numerous 

guilty verdicts based on HIPAA violations. 

 

As in medicine, where specialists diagnose specific issues based on unique training and practice, so 

can it be in the security of electronic records. It is critical to find a partner to diagnose your current 

cyber security situation and make you aware of your options to protect and defend your healthcare 
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IT environment. Focusing only on protecting electronic health records is not sufficient. Determined 

adversaries probe networks for the weakest links, and will use any foothold to infiltrate other 

connected devices, which can lead to a data breach. A comprehensive cyber security technical 

assessment is required to understand overall risk exposure. 

 

Utilizing an independent third-party cyber security vendor to conduct such an assessment will 

enable your organization to take advantage of an electronically connected universe, while 

protecting the trust your stakeholders have placed in your organization. 
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